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NXP SJA11 Introduction

SJA1110 is an NXP Automotive Gigabit Ethernet Switch.

NXP SJA11 Protocol and PIN map

SJA11 devices support the SWD and JTAG protocol.

NXP SJA11 PIN MAP SWD

# Pin Map Tool

SMH Technologies®

Select your FlashRunner model: FR 2.0 ~

Master board connector (Ch.1 - Ch.8)

SJA1110

O

Export to PDF

Select a channel: Connection descriptions:
e Ch.1-5JA1110 [SWD] DIO1: RST
DIO2: SWCLK
DIO5: SWDIO
VPROGO
GND

NXP SJA11 PIN MAP JTAG

il Pin Map Tool

Select your FlashRunner model: FR 2.0 ~

Master board connector (Ch.1 - Ch.8)

a

Export to PDF

Select a channel: Connection descriptions:

e Ch.1-5JA1110 [JTAG DIOO: TRST
DIO1: RST
DIOZ2: TCK
DIO3: TDO
DIO4: TDI
DIO5: TMS
VPROGO
GND
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SMH Technologies S.r.l.

NXP SJA11 Memory Map

Memory Type Start Address End Address Memory Size Page Size Blank Value Address Unit
[o] - OTP1 (Read Only) 0x00000000 0x0000007F 128 Byte 0 0x00 BYTE
[0]- OTP2 0x00000200 0x0000027F 128 Byte 2 0x00 BYTE
[s] - Shadow OTP1 (Read Only) 0xFF710100 OxFF71017F 128 Byte 0 0x00 BYTE
[S] - Shadow OTP2 (Read Only) | O0xFF710200 OxFF71027F 128 Byte 0 0x00 BYTE

SMH Technologies®

| Memory Map Tool

Device: SJA1110

Famity: SJAl11

Manufacturer: NXP

Algorithm: SJA11 - libsjall.so

Memory Type Start Address « End Address Memory Size Page Size Blank Value Address Unit
o] - OTP1 (Read Only) Dx 00 Ox 128 Byte 0 0x00 BYTE
aTP2 Ox Ox 128 Byte 0 BYTE
5] - Shadow OTP1 (Read Only)  CxFF710700 OxFFT1017F 128 Byte 0 L1 BYTE

5] - Shadow OTPZ (Read Only) OxFF710200 FF71027F 128 Byte 0 BYTE

Export to PDF
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SMH Technologies S.r.l.

SMH Technologies®

NXP SJA11 One Time Programmable Bits

the '0' state.

The OTP1 instance starts at address 0x0000.
The OTP1-R redundant instance starts at address 0x0400.

The OTP2 instance starts at address 0x0800.
The OTP2-R redundant instance starts at address 0x0C00.

In the previous chapter you can see the memory map of SJA1110 device.

This is an OTP area (One-Time-Programmable) and this means that once a bit is blown, so it has the '1' state, it cannot return to

Through the OTP controller, the OTP memory instances are addressed consecutively with bit-addresses.

If you have data with OTP memory addresses expressed like this, they must be converted.

31| 30|29] 28] 27| 26| 25|24 [ 23] 22| 21| 20| 19] 18] 17| 16| 15[ 1413|121 ]1w0| s |8 7] 6| 5] 4[3][2]1]0
0x0200
0x0204
0x0208
0x020C spare trimming
0x0210 (FuSa + others)
0x0214
0x0218
0x021C
030220 T T T 1]
0x0224 hardware configuration bits programmable by customer
0x0228 [
0x022C
0x0230
0x0234
0x0238
0x023C e
0x0240 used by boot ROM
0x0244 (SHA-256)
0x0248 programmable by customer
0x024C secure boot enable
0x0250
0x0254 spare boot bit - spare boot bit
0x0258 security meta data - FW_Revision
0x025C —l security meta data - FW_Revision
0x0260 security meta data -
0x0264 FSK_revision spare bits for customer application
0x0268 used by user application
0x026C programmable by customer
0x0270
oxp74a | O (O (0|0 O[O0 opjojojofofo0,0|0|0|0|0|0|OD|OfO|0O|0O|0O|O|O|OjOD|D]|O
oxpe7s |0 (O (0|0 O|O|0D opjojojofofo0,0|0|0|0|0|0|OD|OfO|0O|0O|0O|O|O|OjOD|D]|O
Ox027Cc | O |O|O|(O|O|OD]|O ojojo ojojojojo|o0 ofojo|0]|O o|o|0| 0O

(((

- These are reserved fields that are used in production testing and cannot be used.

_

aaa-037622

So, to convert addresses from OTP controller notation to OTP direct memory region, you need to follow the formula below:

- )\ 0x10) * 2) + OTP Region Base Address
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SMH Technologies S.r.l.

NXP SJA11 OTP Example 1

Consider you want to program the following data: Write 0x0007 data to address OxAAO. Register size is 16bit.

= (Base Address of OTP2 memory controller region)
OTP Region Base Address = 0x200 (Base Address of OTP2 memory region)

So, we need to apply the formula above:

SMH Technologies®

=((( - )\ 0x10) * 2) + 0x200 = (((0x2A0) \ 0x10) * 2) + 0x200 = ((0x2A) * 2) + 0x200 = 0x54 + 0x200 = 0x254
31[30]29] 28] 27] 26 25]24] 23| 22[21]20] 19] 1817 [ 6] 15[ 1] 3] 12] n]wo] e8] 7[6[ 5[4 3] 2] 1]o0

0x0200

0x0204

0x0208

0x020C spare ffimming

0x0210 (FuSa { others)

0x0214

0x0218

0x021C

o020 [T T 117

0x0224 hardware configuration bits|programmable by customer

0x0228 ||

0x022C

0x0230

0x0234

0x0238

0x023¢ securjty hash

0x0240 used byfboot ROM

0x0244 (SHh-256)

0x0248 programmalje by customer

0x024C W secure boot enable

0x0250

0x0254 spare boot bit . spare boot bit

0x0258 security meta dpta - Fw_Re\nsmn

0x026C | security neta data - FW_Revision

0x0260 security meta data -

0x0264 FSK_revision spare bits for cugtomer application

0x0268 used by us¢r application

0x0D26C programmabje by customer

0x0270

ox0274(09|0|(0|0f(0Q|O|(0O|O|O|O(OfO|OD(0O|O)|)O)O|O|O|0O|OfO|0O|0O|O|O(O|O|JOjO|OD]O

Ox0278 |0|0)|0|O0|0|(O0)O|0|O0O|O|O|O)O|O|O|O}jO|O|O|OD|O|O|O|O|OD|(O|O|O|O|O0O(O] O

ox027c (O)|)O|O|jO|O0Q|O|0O|OfO|O|OfO|O|O|O|O|JO|O|O|O|O|O|O0OjO|O|jO|O|OjJOjO|D]|O

- These are reserved fields that are used in production testing and cannot be used. 288-037622

At this point you can easily create the Dynamic Command for FlashRunner 2;
Here for example by using #DYNMEMSET2 command: #DYNMEMSET2

31]30]29]| 28] 27| 26|25 24| 23| 22| 2120 18] 18] 17| 16| 15[ 14 13[ 12| 1n[1w0] s8] 7|6 5[ a[3]2]1]0
0x0254 spare boot bit

spare boot bit

¢ o0 o0 0 0 1 o o0 o0 0 0o 0 0 1 1 1

In this specific case we need to consider the Reserved Bit (Highlighted in Red) from NXP because this bit is set to 1.
So, if you try to program and verify the value 0x0007, you will receive a failure into Verify command.

Therefore, we need to modify the #DYNIVMIEMSET2 command this way: #DYNIVIEMSET2
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SMH Technologies S.r.l.

NXP SJA11 OTP Example 2

Consider you want to program the following data: Write 0xE000 data to address OXBEO. Register size is 16bit.
= (Base Address of OTP2 memory controller region)

OTP Region Base Address = 0x200 (Base Address of OTP2 memory region)

So, we need to apply the formula above:

=((( - )\ 0x10) * 2) + 0x200 = (((0x3E0) \ 0x10) * 2) + 0x200 = ((0x3E) * 2) + 0x200 = 0x7C + 0x200 = 0x27C

SMH Technologies®

31[30]29] 28] 27] 26 25]24] 23| 22[21]20] 19] 1817 [ 6] 15[ 1] 3] 12] n]wo] e8] 7[6[ 5[4 3] 2] 1]o0
0x0200
0x0204
0x0208
0x020C spare ffimming
0x0210 (FuSa { others)
0x0214
0x0218
0x021C
o020 [T T T[]
0x0224 hardware configuration bits|programmable by customer
0x0228 ||
0x022C
0x0230
0x0234
0x0238
0x023¢ securjty hash
0x0240 used byfboot ROM
0x0244 (SHh-256)
0x0248 programmalje by customer
0x024C secure boot enable
0x0250
0x0254 spare boot bit - spare boot bit
0x0258 security meta dpta - FW_Revision
0x026C | security neta data - FW_Revision
0x0260 security meta data -
0x0264 FSK_revision spare bits for cugtomer application
0x0268 used by us¢r application
0x0D26C programmabje by customer
0x0270
ox0274(09|0|(0|0f(0Q|O|(0O|O|O|O(OfO|OD|(0O|O)|)O)O|OQO|O|0O|Of(O|0O|0Q)O|O(O|O|OjO|D]O
Ox0278 |0O|0|0|O|0|O|)O|O|O|O|O|O)JO|O|O|O]JO|jO(O|OD|O|O {]YDOU{]U{]DD
oxp27c (O|O|O|JO|fOQ|O|O|jOfO|jO|OfO|jO|O|O|O}O|O|0O|0O]|O {]|I](]D{]D{]I]I]

- These are reserved fields that are used in production testing and cannot be used. 288-037622

At this point you can easily create the Dynamic Command for FlashRunner 2;
Here for example by using #DYNMEMSET2 command: #DYNMEMSET2
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SMH Technologies S.r.l.

NXP SJA11 OTP Example 3

Consider you want to program the following data: Write 0x001F data to address 0xBFO0. Register size is 16bit.

= (Base Address of OTP2 memory controller region)
OTP Region Base Address = 0x200 (Base Address of OTP2 memory region)

So, we need to apply the formula above:

SMH Technologies®

=((( - )\ 0x10) * 2) + 0x200 = (((0x3F0) \ 0x10) * 2) + 0x200 = ((0x3F) * 2) + 0x200 = Ox7E + 0x200 = 0x27E
31[30]29] 28] 27] 26 25]24] 23| 22[21]20] 19] 1817 [ 6] 15[ 1] 3] 12] n]wo] e8] 7[6[ 5[4 3] 2] 1]o0

0x0200

0x0204

0x0208

0x020C spare ffimming

0x0210 (FuSa { others)

0x0214

0x0218

0x021C

o020 [T T T[]

0x0224 hardware configuration bits|programmable by customer

0x0228 ||

0x022C

0x0230

0x0234

0x0238

0x023¢ securjty hash

0x0240 used byfboot ROM

0x0244 (SHh-256)

0x0248 programmalje by customer

0x024C secure boot enable

0x0250

0x0254 spare boot bit - spare boot bit

0x0258 security meta dpta - FW_Revision

0x026C | security neta data - FW_Revision

0x0260 security meta data -

0x0264 FSK_revision spare bits for cugtomer application

0x0268 used by us¢r application

0x0D26C programmabje by customer

0x0270

ox0274(09|0|0|0f(0Q|O|(0O|OfyO|O(OfO|OD(0O|O)|)O)O|O|O|O|OfO|0O|0O|O|O(O|O|JOjO|D]|O

{]xﬂz?e[][]{]{]{]D{]DYOD{]DD{]DDDUU{]D[][]{]DO[]{]U{]DD

Clxﬂ27CI]D{]D{]I]{]I]|0I]{]I]I]OI]DODD{]OUUOUGUGDGUO

- These are reserved fields that are used in production testing and cannot be used. 288-037622

At this point you can easily create the Dynamic Command for FlashRunner 2;
Here for example by using #DYNMEMSET2 command: #DYNMEMSET2
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NXP SJA11 Driver Parameters

The standard parameters are used to configure some specific options inside SJA11 driver.

#TCSETPAR ENTRY_CLOCK

Syntax: <Frequency>
<Frequency> Accepted parameters 4000000, 2000000, 1000000, 500000, 100000 Hz
Description: Set the JTAG/SWD frequency used in the Connect procedure before raising the PLL of the device, if the device

PLL is available

Note: Default value 4.00 MHz

#TCSETPAR SAMPLING_POINT

Syntax: <Value>
<Value> Accepted values are in the range 1-15
Description: Use this parameter to permanently set the sampling point of the FPGA

It is recommended to leave this parameter with the default value

Note: Default value 17

NXP SJA11 Driver Commands

Here you can find the complete list of all available commands for SJA11 driver.

o » OTP1 (Read Only)

0 » 0TP2

s » Shadow OTP1 (Read Only)
S > Shadow OTP2 (Read Only)

#TPCMD CONNECT

This function performs the entry and is the first command to be executed when starting the communication with the device.
Here you can the log of a standard connect procedure:

Time for Connect:

‘ UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING
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#TPCMD PROGRAM

#TPCMD
Program available only for OTP2 Memory.
Programs all memory of the selected type based on the data in the FRB file.

#TPCMD

Program available only for OTP2 Memory.

Programs selected part of memory of the selected type based on the data in the FRB file.
Enter the Start Address and Size in hexadecimal format.

#TPCMD VERIFY

#TPCMD

R: Readout Mode.

Verify Readout available only for OTP2 Memory.

Verify all memory of the selected type based on the data in the FRB file.

#TPCMD

R: Readout Mode.

Verify Readout available only for OTP2 Memory.

Verify selected part of memory of the selected type based on the data in the FRB file.
Enter the Start Address and Size in hexadecimal format.

#TPCMD READ

#TPCMD
#TPCMD

Read function for OTP1, OTP2, Shadow OTP1 and Shadow OTP2 memories.
The result of the read command will be visible into the Terminal.

#TPCMD DUMP

#TPCMD
#TPCMD

Dump command for OTP1, OTP2, Shadow OTP1 and Shadow OTP2 memories.
The result of the dump command will be stored in the FlashRunner 2.0 internal memory.

#TPCMD OVERVIEW_OTP

Syntax: #TPCMD <OTP2/SHADOW_OTP2>
<OTP2/SHADOW_OTP2> OTP2 or Shadow OTP2 memory

Note: This command prints into Real Time Log

Examples: Correct command execution: @

_
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SMH Technologies S.r.l.

#TPCMD RUN
Syntax: <Time [s]>
<Time [s]> Time in seconds (i.e., 2 s). This time is an optional parameter.
Prerequisites: none
Description: Move the Reset line up and down quickly if no parameter <Time [s]> is inserted.
<Time [s]> instead moves the Reset line down, waits for the entered time and then sets the Reset
line high.

This command typically can be used to execute the firmware programmed in the device.

#TPCMD READ_MEMS

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
Byte count in decimal format (i.e., 8 -> eight bytes)
Prerequisites: none
Description: Read memory byte per byte from target SJA11 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

PCMD READ M 3 0x52002020 8
<5 (

0x52002020]

1
1
1
1
1

Re 27]
Time for Read Me
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#TPCMD READ_MEM16

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
16-bit Word count in decimal format (i.e., 4 -> four 16-bit words)
Prerequisites: none
Description: Read memory 16-bit word per 16-bit word from target SJA11 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

---#TPCMD READ MEM16 52002020 4

#TPCMD READ_MEM32

Syntax: <Address>
<Address> Address in HEX format (i.e., 0x52002020)
32-bit Word count in decimal format (i.e., 2 -> two 32-bit words)
Prerequisites: none
Description: Read memory 32-bit word per 32-bit word from target SJA11 device
Note: This command prints into Terminal and Real Time Log
Examples: Correct command execution: @

--—#TPCMD READ MEM32 0x52
Read[0x52002020] : 41 6AA

Read[0x520020247 : )0000(
Time for Read Mem: 0.002 s

#TPCMD DISCONNECT

Disconnect function. Power off and exit.

‘ UNIVERSAL PRODUCTION IN-SYSTEM PROGRAMMING
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NXP SJA11 Driver Changelog

Info about driver version 5.00 - 11/05/2023
Supported SJA1110 device.

Info about driver version 5.01 - 03/07/2023

Info about driver version 5.02 - 29/09/2023
Internal driver update.

_ I
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Fixed wrong print into verify readout for SJA1110 device.
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